; Th|s document does not contain technology or techn|cal data
- controlled under either the U.S. Internat|onal Traffic in Arms

Raytheon

5.3 Implications of COTS Packaging Modifications in
Legacy Systems

Space and Airborne Systems

Aaron C. DerMarderosian Jr.

Principal Multi-Discipline Engineer, Failure Analysis
April 13, 2017

Copyright © 2017 Raytheon Company. All rights reserved.

'SESSION 5: Obsolete Components and Counterfeit Parts 16:20 -16:45



: Raytheon
Ag en d a- IC Pac kag Ing Spacyelland Airborne Systems

|. Evolution in the Commercial IC Supply Chain
ll. Revision Impact to Circuit design

lll.Review (2) Case Examples
b Antenna RF Switching CCA
b RF Communications CCA
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Integ_rated Circuit- Raytheon
Evolution In The Supply Chain Space and Airborne Systems

AAcquisition Reform under Perry Initiative- March 1996
i Departure from Military specs., Utilize COTS products and commercial best practices where possible

I Exponential growth| C6 s, diwemoaomguters & the internet REQUIRED revolutionary changes

I Changes in Engineering, Business, Quality, Product Support, Development Tools, Equipment,
Materials & Technology. REQUIRED to meet demands

I Improvement in Speed, Performance & Integration of functional blocks required changes in
Packaging, Lead frame interconnect technology

ASemiconductor Industry Requirements for Product Release
I COST reduction, fractions of a penny at high volume is Significant!

I Increase in yield
I Novel IP, Increases Market Share
I Increase in performance

Commercial technology sector DRIVES innovation & cost savings changes 41317 | 3



IC & Die Revisions- Raytheon
IMPACT Circuit Designs Space and Airborne Systems

Modifications-

Performancedl nt ended for New Circuit Designso
I Die Shrink >> Increase- yield per wafer, production throughput. speed, Reduce- capacitance / resistance / inductance

I Lower Voltage >> Reduce power consumption
I Die Material >> Increase junction temp., lower V threshold, improved digital / RF characteristics (GaAs, GaN, SiGE, SiC)
I 1C Packaging Supplier >> Cost savings, Increased throughput, Quality Performance

Material
I Molding Compound >> Cost Savings, Improved environmental protection, Restricted Substance Compliance

I Lead frame >> Cost Savings, Restricted Substance Compliance
I Bond Wire >> COST SAVINGS Industry migrating away from Gold to Copper

Product Release Impact / Update Mechanisms
I OCM Technical Support >> Product Change (PCN) & End of Life (EOL) notifications
I Engineering Services >> [HS, Silicon Expert, QTec rely on timely OCM information!

A multitude of factors i nledacyelesigres h osmwnr | «C O



Example 1- Broadband IF Driver Amplifier

(2) FA Investigations, RF switching CCA

Raytheon

Space and Airborne Systems

Components acquired to support a 20 board

build for legacy program upgrade >> Qty.17 per
board

Obtained from approved ID, previously owned
excess inventory

Updated CF requirements instituted Q notes
requiring authenticity & electrical testing

Passed supplier tests & incoming inspection but
failed during CCA functional test (low gain)

Initially indicted as suspect counterfeit due to
physical differences

Older 2000 DC components pulled from stores
worked, 2004 DC had Low gain, Part
discontinued in 2009, then Transferred

SOT-89 Visual Inspection

41317 | 5



Example 1- Broadband IF Driver Amplifier Raytheon

(2) FA Investigations, RF switching CCA Space and Airborne Systems
ire
ientation
ange
SOT-89 X-Ray:
Leadframe >
Wire Bond Placement >
Extended Gnd. Loop >
Wire
e
03 03
oL DC 200(¢ 4U DC 2004

2004 DC components marginally met dimensional, FAILED lead pitch & paddle width
X-Rays revealed differences in Lead frame, paddle & wire bond placement
HIGH volume COTS device used in CATV Industry, mass produced 2000 to 2009

NO PCNo6s filed from 2000 to 2008! Feb 2008, PCN
Source OCM, Dec 2011:imol di ng compound will not affect product

4/13/17 | 6
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Example 1- Broadband IF Driver Amplifier Raytheon
(2) FA Investigations, RF switching CCA Space and Airborne Systems

Rev 1 Electrical Specification [1] Rev 4 Electrical Specification [2]

Electrical Specifications': T, =+25°C, Vs = 5V,Is = 70 mA Broadband IF Driver Amplifier MAAMSS0017
50 - 2500 MHz V4
Parameter Test Conditions Units Min Typ Max
Gain? F = 50-450 MHz dB 18 Electrical Specifications: Ta=25°C,Vcc=5V,Zo=50Q, Pn<-10 dBm
Noise Figure® F = 50-450 MHz dB 4.4
Input Return Loss F = 50-450 MHz dB 12 Parameter Test Conditions Frequency Units Min Typ Max
Qutput Return Loss F = 50-450 MHz dB 15 Gain — 250 MHz dB 15.5 18 19.5
1dB Compression F = 50-450 MHz dBm 22 Sgg : ?ggDMI\.:EZ gg : 112?5 :
Qutput IP3 4 F = 50-450 MHz dBm 40 1500 - 2000 MHz dB — 105 —
P Vezsv " 7 2000 - 2500 MHz dB — 8 —_
MNoise Figure — 50 - 600 MHz dB — 4.8 —
I Loy e w0-zoomee | a8 | — | 53 | —
2 g‘ljliﬁ.ienﬁlgg;?.lrveadri\i(ist:tPocfﬁoiBejc:ngpdg?'L. Tone spacing = 10 MHz Input Return Loss - 50 - 600 MHz dB - 10 -
. o 600 - 2500 MHz dB — 13 —
Broadband IF Driver Amplifier V1o Output Return Loss — 50 - 600 MHz dB — 10 —
50 - 450 MHz Advanced too0-osoome | w | — | @ | =
\VaAVAVAVAVAVAVAVAVAVAVAV A Output — 50 - 600 MHz dBm — 20 —
1dB Compression 600 - 2500 MHz dBm — 19 —
2000 to 2004: Datasheet revised 4 times to characterize Output IP3 T e ™ ooz dom | 35 | 385 | —
600 - 2500 MHz dBm — 34 —
broadband performance — vy — PR B Bt S
Revision 4 defined nominal frequency @ 250 MHz & _
Min/Max parameters, gain, noise figure & return loss Test PCB & Schematic [1] |
PCB Test board not available, able to fabricate one rﬁ e m ﬂ;] ﬂ
Effects gain but able to characterize die revisions 692 | 92, ”@ @"© ~ 1]
[1] Broadband IF Driver Amp., MAAMSS0017 V1, DS ref., Datasheet Archive 2017. l ' @25 EQ,, e as o .
http://www.datasheetarchive.com/ Searched & Accessed: 3.15.17 "FAQE}?%%F s Gm%"&?‘ i
[2] Broadband IF Driver Amp., MAAMSS0017 V4, DS ref., 2005. 1.354 : 4/13/17 ‘
https://octopart.com/search?0=MAAMSS0017 Searched & Accessed: 3.15.17 ’



http://www.datasheetarchive.com/
http://www.datasheetarchive.com/
https://octopart.com/search?q=MAAMSS0017
https://octopart.com/search?q=MAAMSS0017

Example 1- Broadband IF Driver Amplifier Raytheon
Standalone Component, characterized on Test PCB Space and Airborne Systems

DC 2000 Gain Characteristics: 1+ dB higher across spectrum

RANGE1_snS 521 16.6357
Nominal

RANGEZ_snS 521 16 . 6523

Frequency
250 MHz

15.7dB @ 250 MHz

Used in Circuit
400 o 600MHz

- TJ?o;JEm 2.50E48 5.00E+3 7.50E+8 1.00E+9 1,25E49 1.5S0E+3 1.75E49 2.00E43 2,25E49 2.50E49 1.48E+1 - I T I T 0 I
. . 4.00E+8  4.20E+8  4.40E+3  4.60E+3  4.80E+8 S.00E+8 S.20E+8 S.40E+8  S.60E+3
DC 2004 Gain Characteristics: -1 dB lower across spectrum

RANGE2_sn2 521 15.3696

RANGE1_sn2 521 15.3682

Nominal
Frequency
250 MHz

14.7dB @ 250 MHz

8.00E+0-]
7.50E+0 -

Used in Circuit |
400 & 600MHz 41317 | 8

T [ I | 1
4.20E+8  4.40E+8  4.60E+8  4.80E+8 S.00E+8  S5.20E+8

6.68E+0 - 0 v ' T v i
0.00E+0 2.50IE+8 S.U[JIE+8 7.50E+8 1.00E+9 1.25E+9 1.50E+9 1.75E+9 2.00E+9 2.25E+9 2.50E+9

I
S.40E+8  S5.60E+8




Example 1- Broadband IF Driver Amplifier Raytheon
(2) FA Investigations, RF switching CCA Space and Airborne Systems

De-capsulation: Shows wire placement Issue
- _7.’
% ;

V' OCM supplier changed: Lead frame, Wire Bonde(Wire Placement& Injection Mold
V Likely a result of a change in IC Packaging Supplier

V' OCM design engineering reviewed analysis & data. Confirmed effects of longer ground
loop on gain, resulting in dB drop & roll-off outside nominal range

V' RF CCA design gain required operation outside nominal range 200-400MHz
| ndustry fiBe sRCNRelfeasecNotiRegeiredd Enforced 411317 | 9



Example 1- Broadband IF Driver Amplifier Raytheon
(2) FA Investigations, RF switching CCA Space and Airborne Systems

© O O O

High Mag. Inspection: Die are the SAME

OCM PCN NOT released- Effect of ground loop gain changes at frequency not captured In datasheets
Supplier Change: Impact to Form-Fit-Functionality Not Properly Assessed!
Short Term: Amps. replaced with legacy components with DC 2000

Long Term: Recommended replacing obsolete MAAMSS0017 with updated equivalent component, with
Improved Freq. Characteristics

4/13/17 | 10



Example 2- 60v N-Channel MOSFET, 2N7002 Raytheon

(1) FA Investigation, RF Communications CCA Space and Airborne Systems
|.  Common switching device; (4) O C M ddentified on Spice Model, As applied in Circuit
the design specification ASL e — L:
- : 2 7 usia | 0.1 L ;_
II.  40-50% yield @ board level test. Q501 Failed FM — e * 4H—4'E )
distortion, decreased output capacitance b o N Sleno -1 = DT |
. S 4 3 jE —4 AA—
Il Suppl i er mosamed) apear sighiicantly GND 3 LE v coss :
different than repair stock. Indicted as suspect CF — - —RE;SW +5)
ampGen 24Vius

I\V. Engineering provided spice model & details of the
test fixture failure mode as observed

R555

Analysis-in &8 date code has -5,O6G3 capaci‘
Circuit functions as On/Off switch appropriately

Device OFF: Source charges capacitor at the drain
- Generates saw tooth waveform

Device ON: Capacitor discharges,saw tooth starts near OV

Steeper saw tooth related to less capacitance

Circuit Function DEPENDENT on MOSFET #
Timing & Capacitance Attributes! E19 C163 T R3

20 1000pf=—=
== — ———

41317 | 11



Example 2- 60v N-Channel MOSFET, 2N7002 Raytheon
(1) FA Investigation, RF Communications CCA Space and Airborne Systems

Research, observation, markings & dimensional
analysis determined:

Failing devices = OCM1
DC o0K¢6 = Mfg. 2011/ 13/ 15

Repair stock RESTORES circuit performance
Repair stock = OCM2

DC OE6 = Mf : 20014 TRENCH
PLANAR ~ _, oy Cos v

Part Image

v

Toww VOSTET NO4 GV A 20A 3 SOT-25

V OCM1 migrated from Planar to Trench

FET architecture in 2009- Die shrink,
Larger Yield, Increased switching speed

V OCM1 Tests confirm increased switching * Cps Cps 1

speed & reduced output capacitance

Improvements for new designs EFFECTS
time dependent legacy circuits!

N*- substrate N*- subsirate

41317 | 12



Example 2- 60v N-Channel MOSFET, 2N7002

(1) FA Investigation, I-V Characterization

Raytheon

Space and Airborne Systems

Curve Trace Analysis -

FAlab. measurements, BOTH
devices function as intended

| -V Characteristics OCM2 (Old)
Vs. OCM1 (New)- Different due to
OCM.L die level changes

OCM 2 DC 2004 Characteristics

OCM1 Newer DC 11/13/15 Higher Gain

Vgs=2.5v //
/4

381515-1 #7 Removed from CCA
Data Taken 10/1/2015

I

Figure 8 Device (#7) Removed from a CCA. This had the highest “gain”.

Raytheon FA: Current-Voltage (I-V) Characteristics & Vf

4/13/17 | 13



