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Power Filter Background & Analysis Request

Power filters are essential in protecting CTF circuits from transients, noise & OV/IV conditions

• Power filter assemblies and NHA sub-systems were exposed to an inadvertent over-voltage condition during 
Integration functional testing

• Process level RCA determined several sub-systems were exposed to this condition as a result of test station 
misconfiguration during a maintenance / upgrade cycle

• ALL sub-systems were inspected for over-volt stress evidence and were subjected to additional environmental, 
BIT & functional tests, without failure

• The team & customer wanted verification that the misapplied voltages did not subject any components to over-
voltage stress (walking wounded)

• VR1, VR2 (Transient Voltage Suppressors) & R1, R2 (Power Resistors) are critical to transient and OV / OI protection. 
Several power filter CCA’s were sent to the FA Lab. for analysis

Analysis Goals
Determine if the over voltage condition damaged VR1/VR2 & R1/R2
Visually inspect, photograph, X-ray VR1/VR2 & R1/R2 for any indication of electrical  overstress 
Perform electrical testing to confirm the functional integrity of the TVS diodes and associated resistors
Provide recommendations to ensure the affected sub-systems were not impacted

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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CCA Visual Inspection- VR1 & VR2, mounted on Filter PWB 

Components, PWB, Connectors & Filter Inspected under Microscope no Anomalies found

VR1 & VR2 in Parallel with R1 / R2 on the input side of the circuit. 
There are no signs of heat damage on the components or PWB, 
mask layer discoloration, fractures in encapsulant, disruptions or 
solder reflow in the associated PWB nodes & lands

VR2 VR1

CCA Backside
Nodes
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CCA Radiographic Inspection-

X-rays reveal no damage to the Voltage Input components, PWB artwork or copper structures

CCA level x-ray can expose evidence of 
damage to both the components, 

associated circuit nodes & copper 
planes

No damage was observed, related to the 
Source supply misapplication

VR 1

VR2

R 1

R2
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Initial Electrical Measurements

Go / No go check, prior to removal & curve trace analysis

DMM measurements of VR1/VR2 using diode & resistance modes.
Diodes & associated resistors appear un-damaged

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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Component Visual Inspection- VR1 & VR2 Removed from CCA 

Vishay Markings Noted, 5 approved COTS TVS suppliers, per Internal Vendor Item Control Drawing (VID)

No physical signs of heat damage, discoloration, expansion or encapsulant fractures due to EOS

VR1 Top

VR1 @ 20x; -62°

VR1 @ 30x; +76°

VR2 Top

VR2 @ 20x; -50°

VR2 @ 30x; +76°
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Radiographic Inspection- Wet film to Digital

No separation of lead frame paddles from the die

X-ray images of VR1 & VR2 reveal no thermal stress or solder anomalies. Die eutectic voiding is compliant
Die Top View; 40x

Die Side View showing paddle attach; 40xDie Side View showing paddle attach; 40x

Die Top View; 40x

Images owned by Raytheon Technologies

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.



8

R/T X-Ray Inspection- Alternate Asset & Supplier

NO separation of lead frame paddles from the die

VR1 & VR2, no thermal stress or solder anomalies. Compliant die eutectic
Die Top View

Die Side View showing paddle attachDie Side View showing paddle attach

Die Top View

Images owned by Raytheon Technologies
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Vishay Datasheet Assessment- SMCJ33A  Key Parameters

Vishay COTS Unidirectional Device: Identify V I thresholds which verify proper function
* Datasheet excerpts used WITH permission from Vishay Semiconductor www.Vishay.com 

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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Vishay Datasheet Assessment- SMCJ33A  Key Parameters

Vishay COTS Unidirectional Device: Identify V I thresholds which verify proper function
* Datasheet excerpts used WITH permission from Vishay Semiconductor www.Vishay.com 

Other parameters(most Si & Ge devices)-
Vf  = 410mV – 610mV, Typical (Current dependent)

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.



• Tektronix 371 out for repairs; 
High power assessment 
REQUIRES solder mounting & 
specialized fixturing

• Key Parameters in the 
datasheet required to verify 
high power diode functionality 
are low voltage & current

11

Tektronix 370 Selected for 
Evaluation

Equipment Selection- Low Vs. High power assessment

Utilize right equipment to verify component functionality, high power testing not required
Images owned by Raytheon Technologies

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.



12

Electrical Measurements- Forward Voltage

Electrical Parameters- Within typical range, no soft knee or resistive shunt

VR2 Forward Voltage (454mV @5µA)VR1 Forward Voltage (458mV @5µA)

Images owned by Raytheon Technologies
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Reverse Current – Breakdown Voltage

Electrical Parameters- Within Product Specification, no soft knee or resistive shunt

VR1 IR breakdown (38.25V @ 202µA) VR2 IR breakdown (38.00V @ 212µA)

Images owned by Raytheon Technologies
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Reverse Current – Breakdown V @ 1mA

VR1 IR breakdown (38.45V @ 1.012 mA) VR2 IR breakdown (38.20V @ 1.012 mA)

Electrical Parameters- Within Product Specification, no soft knee or resistive shunt
Images owned by Raytheon Technologies
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Reverse Leakage- 33 Vdc @ 5µA  Maximum (Design Requirement)

VR1 Reverse Leakage 4.72nA @ 33Vdc(rms) VR2 Reverse Leakage 4.23nA @ 33Vdc(rms)

Electrical Parameters- Within Product Specification, leakage WELL below thresholds

Vishay OCM Supplier specifies: 1.0µA Max
Images owned by Raytheon Technologies
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Parametric Measurements- Results Summary, V I Curve Trace

Electrical characterization test results 
Tek 370 Curve Tracer (low power)

VBR for this design, must be > 36.7 Volts
Reverse leakage @ VRWM = 5.0µA max ; Supplier specifies 1.0µA max

Electrical Parameters- Within Product Specification, leakage WELL below thresholds

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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Power Filter TVS Analysis- Results & Conclusions

Electrical Parameters- Within product specification; NO evidence of electrical overstress present

1. Visual inspection & X-ray of VR1 and VR2 TVS diodes show no physical evidence that these 
were damaged or degraded, due to the misapplied EOS condition

2. Physical & X-ray inspection of the Input Filter CCA and associated I/O connectors did not yield 
any evidence that electrical / thermal overstress degradation was present

3. Initial and parametric tests per the Vishay supplier datasheet & our internal VID showed that the 
diodes function as intended; Curve Tracer showed NO signs of EOS degradation 

4. Physical Inspection, internal BIT test and additional environmental testing of NHA assemblies 
proved that the critical function sub-system control circuits & assemblies were shielded from the 
EOS condition by the TVS diodes & over-volt protection circuitry within the Power Filter CCA

5. Additional power filter assemblies were evaluated, including the removal & characterization of 
the TVS diodes. In ALL instances, the diodes power filter CCA’s & NHA sub-system control 
circuitry was not affected

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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Power Filter TVS Analysis- Recommendations, Required Actions

Critical to function systems REQUIRE additional actions & analysis to ensure function & reliability!

6. As an additional precautionary measure, all sub-system power filter CCA’s were inspected 
electrically verified and had VR1/VR2 TVS components replaced

7. Removed devices were analyzed for evidence of EOS degradation. There have been 
ZERO failures / non-conformances

8. Process / Test engineering PM / upgrade process was revised to include both supervisory & 
QA Inspection of all test system maintenance and repair actions
 Three peers involved in confirming correct Test station configuration

9. Test station source supply, ground, signal connectors & interposers were updated to use 
unique keyed connectors to mitigate future test system voltage misapplications

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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Thank you!!
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In mission critical / high reliability uptime power applications, source energy applied to 
communication, control and navigation circuits must be free of Electro-magnetic Interference (EMI), 
transients & parasitic noise generated by power supply sources, sub-systems or external events. 
Power filter CCA’s / assemblies use a combination of chokes, power Inductors, capacitors, EMI 
filters, Transient Voltage Suppressors (TVS) & Logic control to protect critical circuit function. This 
presentation will review a test process failure, where high voltage was inadvertently applied to 
several power filter assemblies during system level functional test. We will review how exposed 
components were analyzed and how the critical systems & power filter assemblies were deemed to 
be unaffected by these events.

Topics Covered-
1. High power Transient Voltage Suppressor (TVS), Specifications & Application
2. Process event, leading to a failure investigation for mission critical hardware
3. Analysis techniques to assess potential over-voltage exposure condition on control circuits
4. Analysis results and recommendations
5. Follow on preventative / corrective measures to meet and exceed customer’s expectations
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Abstract
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served as IEEE Boston Reliability chapter chair (2006-2008) & AdCom officer for 10 years. Aaron received multiple individual & 
team achievement awards, Engineering technical honors in 2004 & 2007 and a technical innovation & inventors award in 1991 
(Raytheon), leading to a patent. Aaron has presented at several technical conferences & IEEE events, he has a B.S. degree in 
Engineering from Northeastern University (Boston Ma.)

Contact Information-
Aaron C. DerMarderosian, Jr.
Principal Multi-Discipline Engineer, FA
Raytheon- Intelligence & Space
Failure Analysis
e-mail: adermarder@rtx.com

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.



22

Acronyms, Definitions
BIT:  Built In Test, required for high availability
CCA:  Circuit Card Assembly
COTS:  Commercial Off The Shelf (components, products)
CF:  Counterfeit (IE CF Analysis)
CTF:  Critical To Function- Circuit, sub-system which is 
critical to mission success
DLC: Date Lot Code
EOS: Electrical Overstress, Source supply misapplication
FA: Failure Analysis
FCT: Functional Test
IC: Integrated Circuit
ICT: In-Circuit Test
I/O: Input / Output , Bi-directional connectors (power/signal)
ITAR: International Traffic in Arms Regulations
Legacy: Previous generation system (Military / Aerospace)
LRIP: Low Rate, Initial Production
MA: Mission Assurance
MDA: Missile Defense Agency
MIL Spec: Military Specifications
MIL-STD: Military Standard (specifications)
MSL: Moisture Sensitivity Level (defined in J-STD-020E)
NC: Non-Conformance, Electronic Components, Hardware, 
Material or Process

NHA: Next Higher Assembly- Circuit, sub-system or system
OCM: Original Component Manufacturer
OEM: Original Equipment Manufacturer (Systems)
PCN: Product Change Notice
PM: Preventive Maintenance- Proactive actions to prevent 
failures and downtime
PLCP: Product Life Cycle Process
Prime: System Design Lead / Provider
QC: Quality Control
QMS: Quality Management Standard
QPL: Quality Parts List
R&R: Remove & Replace (Operations Action)
RCA: Root Cause Analysis
RTX: Raytheon Technologies
R/T X-ray: Real time digital X-ray, vs. wet film
SIA: Semiconductor Industry Association
SME: Subject Matter Expert
SMT: Surface Mount Technology
Supplier: Sub-system component provider, Sub-Contractor
TVS: Transient Voltage Suppressor, Semiconductor
V I: Voltage Vs. Current- Ohm’s law relationship
VID: Vendor ltem control Drawing- Used to specify approved 
suppliers, in lieu of a Specification

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.
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